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Hardware:
e InternalPartOfComputer
e MotherBord
e Microprocessor
e Memory
e Storage(HDD/SSD)
e BIOS(BasicInputOutputSystem)
e OperatingSystem
e WindowslInstallation
e LinuxInstallation
e WindowsTools(ControlPanel)
e UserProfile
e CMD



http://www.icntacademy.in/

Networking:

e NetworkingConcept

e NetworkingMedia

e NetworkingDevice

e Virus&8Antivirus

e ComputerAddress

e WorkgroupVsDomain

CCNA(CiscoCertifiedNetworkAssociate)

1.NetworkingFundamentals
2.IPv4Addressing
4 a. PublicIP
4 b. PrivatelP
4 c. StaticlP/ DynamiclP
¥ 3.IPv6(FullDateless)
4 4.Subnetting

4 5.VLAN(virtuallocalareanetwork)

v 6.VLAN(Lab)
I.  AccessLink
II.  TrunkLink

. NativLink

IV.  DefaultLink
7. WLC(wirelessLAN
Controller)

# 8. SwitchingProtocols
#9. RoutingProtocols
. RIP

Il.  OSPF
.  EIGRP




# 10.NAT(networkaddresstr
anslation)

# 11.ACL(AccessControlLis
t)

12. 10SInstallation
13. 10SBackup

+ 14.SDN
15.L2Security

O a. DHCPShopping
O b.ARP Inspection

c. Port Security

e ActiveDirectory
e DomainController
v" ADC,RODC,CDC,Root DC

e FSMORole
e DHCP
e DNS
e RemoteDesktop/Access
e GroupPolicy
e MMC
e WDS
e FileService

e FSRM

e DFS




LinuxBasictoAdvance........

CourseContent

1) GetstartedwithLinux
Describeanddefineopensource,Linuxdistributions,andLinux.
2) Accessthecommandline
LogintoaLinuxsystemandrunsimplecommandsusingtheshell.
3) Managefilesfromthecommandline
Copy,move,create,delete,andorganizefileswhileworkingfromthebashshell.
4) GethelpinLinux
Resolveproblemsbyusinglocalhelpsystems.
5) Create,view,andedittextfiles

Managetextfilesfromcommandoutputorinatexteditor.
6) Managelocalusersandgroups
Create,manage,anddeletelocalusersandgroups,aswellasadministerlocalpasswordpo
licies.
7) Controlaccesstofiles
SetLinuxfilesystempermissionsonfilesandinterpretthesecurityeffectsofdifferentperm

issionsettings.
8) MonitorandmanageLinuxprocesses

EvaluateandcontrolprocessesrunningonaLinuxsystem.
9) Controlservicesanddaemons

Controlandmonitornetworkservicesandsystemdaemonsusingsystemd.
10) ConfigureandsecureSSH

Configuresecurecommandlineserviceonremotesystems,usingOpenSSH.
11) Analyzeandstorelogs

Locateandaccuratelyinterpretlogsofsystemeventsfortroubleshootingpurposes.
12) Managenetworking

ConfigurenetworkinterfacesandsettingsonLinuxservers.
13) Archiveandtransferfiles

Archiveandcopyfilesfromonesystemtoanother.

14) Installandupdatesoftware
Download,install,update,andmanagesoftwarepackagesfromyumpackagerepositorie
s.
15) AccessLinuxfilessystems

Access,inspect,anduseexistingfilesystemsonstorageattachedtoaLinuxserver.
16) Analyzeserversandgetsupport




Investigateandresolveissuesintheweb-

basedmanagementinterface,gettingsupporttohelpsolveproblems.

1) Comprehensivereview
Reviewthecontentcoveredinthiscoursebycompletinghands-onexercises.
2) Improvecommandlineproductivity

Runcommandsmoreefficientlybyusingadvancedfeaturesofthebashshell,shellscripts,
andvariousutilitiesprovidedbyLinux.
3) Schedulefuturetasks

Schedulecommandstoruninthefuture,eitheronetimeoronarepeatingschedule.
4) Tunesystemperformance

Improvesystemperformancebysettingtuningparametersandadjustingsched
ulingpriorityofprocesses.
5) ControlaccesstofileswithACLs

Interpretandsetaccesscontrollists(ACLs)onfilestohandlesituationsrequiringcomplexu
serandgroupaccesspermissions.
6) ManageSELinuxsecurity

ProtectandmanagethesecurityofaserverbyusingSELinux.
7) Maintainbasicstorage
Createandmanagestoragedevices,partitions,filesystems,andswapspacesfromthecomm
andline.
8) Managelogicalvolumes

Createandmanagelogicalvolumescontainingfilesystemsandswapspacesfromthecomm
andline.
9) Implementadvancedstoragefeatures
ManagestorageusingtheStratislocalstoragemanagementsystemanduseVDOvolume
stooptimizestoragespaceinuse.
10) Accessnetwork-attachedstorage
UsetheNFSprotocoltoadministernetwork-attachedstorage.
11) Controlthebootprocess
Managethebootprocesstocontrolservicesofferedandtotroubleshootandrepairproble
ms.
12) Managenetworksecurity
ControlnetworkconnectionstoservicesusingthesystemfirewallandSELinuxrules.
13) InstallLinux

InstallLinuxonserversandvirtualmachines.
14) IntroduceAnsible
DescribeAnsibleconceptsandinstallAnsibleEngine.
15) DeployAnsible

ConfigureAnsibletomanagehostsandrunadhocAnsiblecommands.




16) Implementplaybooks
WriteasimpleAnsiblePlaybookandrunittoautomatetasksonmultiplemanaged

hosts.
17) Managevariablesandfacts
Writeplaybooksthatusevariablestosimplifymanagementoftheplaybookandfactstorefer
enceinformationaboutmanagedhosts.

18) Implementtaskcontrol

Managetaskcontrol,handlers,andtaskerrorsinAnsiblePlaybooks.




Virtualizationtechnology:
e WhatisVMware?
e Introductionvirtualization

OOffice 365:

Troubleshooting:
e Q&A(InterviewRelated)
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